

    
      
          
            
  
F5 Private Cloud Solutions


Welcome

Welcome to the F5 Private Cloud Solutions labs at F5 Agility 2017

The content contained here leverages a full DevOps CI/CD
pipeline and is sourced from the GitHub repository at https://github.com/f5devcentral/f5-agility-labs-private-cloud.
Bugs and Requests for enhancements can be made using by
opening an Issue within the repository.
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1.1. Getting Started

During this lab you will learn how to:


	Install the F5 LBaaS Agent using Ansible


	Deploy Basic L4-L7 services using LBaaS


	Deploy enhanced L4-L7 services using ESD.





1.1.1. About OpenStack

OpenStack provides an Open Source Infrastructure As-A Service (IaaS)
solution that provides a framework for provisioning Network, Compute,
and Storage in an automated and repeatable manner.




1.1.2. About LBaaS

Load Balancing As-A Service (LBaaS) is a community standard around
providing Load Balancing as a standardized service within OpenStack. The
current version, LBaaS v2, provides basic L4-L7 capabilities.




1.1.3. About F5 & OpenStack

F5 can be deployed in two ways in an OpenStack environment. The two
methods are a undercloud or overcloud deployment. It is possible to use
one or both of these methodologies when deploying F5 & OpenStack.


1.1.3.1. Undercloud: LBaaS

Undercloud commonly refers to a deployment where the BIG-IP device
(physical or virtual) is outside of the OpenStack environment. Typically
this is done with physical hardware to provide a multi-tenant
environment and used with LBaaS.




1.1.3.2. Overcloud: HEAT

Overcloud refers to a deployment where a BIG-IP Virtual Edition (VE) is
provisioned within a tenant network as a virtual machine within
OpenStack Nova. In this scenario the BIG-IP is in a similar topology to
other tenant virtual machines. When deploying in overcloud OpenStack
HEAT templates (automation templates) are commonly used to deploy the
BIG-IP device. A customer can manage the BIG-IP device through
traditional methods, HEAT templates, and/or other automation templates.

It is also possible to deploy a BIG-IP VE in an overcloud deployment and
use LBaaS. In this deployment you are limited by the number of
interfaces currently supported on BIG-IP VE can use (9 data & 1 mgmt).






1.1.4. Under or Over?

The decision to use one method or both will depend on customer
requirements. An undercloud deployment using LBaaS is well suited to
providing basic services that can be provided in a multi-tenant manner.
Overcloud is well suited to providing access to features and functions
that may not be exposed via LBaaS or provide per-tenant services.







          

      

      

    

  

    
      
          
            
  
1.2. Lab Topology

The current Lab Environment looks like the following:

[image: image0]

You will be connecting via RDP to a Windows host to perform all the
steps in this lab.


1.2.1. Lab Components

The following table lists VLANS, IP Addresses and Credentials for all
components:








	Component

	VLAN/IP Address(es)

	Credentials





	Windows RDP Host

	
	10.0.10.50





	student/[Viewable in Ravello]



	OpenStack

	
	10.0.10.10





	student / [SSH Key]



	BIG-IP

	
	10.0.10.20





	admin / admin









1.2.2. Connecting to the Lab Environment

Please follow the instructions provided by the instructor to start your
lab and access your jump host.


Note

All work for this lab will be performed exclusively from the Windows
jumphost. No installation or interaction with your local system is
required.









          

      

      

    

  

    
      
          
            
  
1.3. Installing the F5 LBaaS Agent

Two pieces of software are required to use F5 BIG-IP with OpenStack LBaaS.


	F5 LBaaS Driver


	F5 OpenStack Agent.




The F5 LBaaS driver communicates with F5 OpenStack Agent that will then use F5 iControl REST to update the BIG-IP configuration.

[image: ../../_images/f5-lbaas-overview.png]
The following lab will first guide you through using both the OpenStack GUI/CLI.

You will then install the required software via an Ansible automation script.



	1.3.1. Login to OpenStack CLI

	1.3.2. Deploy Backend Instances

	1.3.3. Install Driver/Agent









          

      

      

    

  

    
      
          
            
  
1.3.1. Login to OpenStack CLI


1.3.1.1. Verify OpenStack environment

The first exercise is to use the OpenStack CLI to verify the environment.

First Launch Putty from the Desktop.

[image: image1]

Click on “OpenStack All-In-One”, select load, then click “Open”.

[image: image2]

If you fail to connect on the first try, try again. When you connect you
should see.

[image: image3]

Type source keystonerc_demo. The prompt should change from:

[student@openstack ~]$





To:

[student@openstack ~(keystone_demo)]$





Run neutron subnet-list and you should see

[image: image4]

Please ask for assistance if you do not see the correct output. Leave
this window open, it will be used throughout the lab.







          

      

      

    

  

    
      
          
            
  
1.3.2. Deploy Backend Instances

During the previous excercise we made use of the OpenStack CLI.  OpenStack also has a web gui, Horizon, that can be used.  The following will deploy two backend web servers that will be used later in the lab.

Launch Google Chrome and click on the “Login – OpenStack…” bookmark.

[image: image5]

[image: image6]

Login to Horizon (OpenStack GUI) using the username: demo, password:
demo

[image: image7]

You should see.

[image: image8]

Click on “Instances” and then “Launch Instance” (top right of page).

[image: image9]

For the Instance name specify “server” for the count enter “2”. Then
click next.

[image: image10]

Click on the “+” next to “f5demo”.Then click next.

[image: image11]

Click on the “+” next to “m1.tiny”. Then click next.

[image: image12]

Click on the “+” next to “internal” Network. This step should have been
completed for you since the internal network is the only network available.
Then click on next TWICE until you are on the Security Groups tab.

[image: image13]

On the Security Groups tab click on the “+” next to “default-allow-all”.
Then click next.

[image: image14]

Click on the “+” next to “demo-key-pair” and the click on “Launch
Instance”.  This step should have been completed for you since the
demo-key-pair is the only available key pair.

[image: image15]

You should now see them starting.

[image: image16]

Once the instance status is “active” on “server-1” then “Log” you should see

[image: image17]





          

      

      

    

  

    
      
          
            
  
1.3.3. Install Driver/Agent

Complete directions for installing the Driver/Agent can be found at: http://f5-openstack-lbaasv2-driver.readthedocs.io/en/mitaka/map_quick-start-guide.html

During this lab we will be using Ansible (a Systems/Network automation tool) to automate the installation.  The Ansible module that is being used in this lab can be found at: https://github.com/f5devcentral/f5-openstack-ansible


1.3.3.1. Install via Ansible

Open your Putty Window (Directions in Login to OpenStack CLI if you closed the Window).

Change your directory by typing cd f5-openstack-ansible/playbooks

[student@openstack ~]$cd f5-openstack-ansible/playbooks/





Now run

ansible-playbook -i hosts --extra-vars '{"remote_user":"student"}' agent_driver_deploy.yaml





You should see.

[image: image18]

Change back to your home directory by typing cd.

Now type source keystonerc_admin and you should see a prompt that looks
like:

[student@openstack ~(keystone_admin)]$





Expand the window to full screen and type. neutron agent-list

[image: image19]

There should be a table that contains the following information.









	agent_type

	alive

	admin_state_up

	binary





	Loadbalancerv2 agent

	:-)

	True

	f5-oslbaasv2-agent






Now type source keystonerc_demo to restore your prompt to the demo user.

[student@openstack ~(keystone_demo)]$











          

      

      

    

  

    
      
          
            
  
1.4. Deploying Basic L4-L7 Services using LBaaS

There’s multiple ways of provisioning F5 Services via OpenStack LBaaS including.


	Horizon GUI


	CLI


	OpenStack API




Today we will be covering the first two options.



	1.4.1. Lab 1.4: Deploy L4-L7 via Horizon

	1.4.2. Lab 1.5: Deploy L4-L7 via CLI









          

      

      

    

  

    
      
          
            
  
1.4.1. Lab 1.4: Deploy L4-L7 via Horizon

The F5 LBaaS integration will configure the Networking on the BIG-IP to
connect to the OpenStack network. From Chrome click on the “BIG-IP”
bookmark and login with the credentials “admin / admin”. Observe that
there is only a single partition “Common”.

Also note only one self-ip in Route Domain 0.

[image: image20]

Switch back to the OpenStack Horizon tab inside Chrome and do a forced refresh (Shift+[Reload]).

You should now see a new menu item under “Network”.

[image: image21]

If you do not see “Load Balancers” verify that the Loadbalancer Agent is
running from the previous lab. Click on the “Load Balancers” menu item,
then click on “+Create Load Balancer”.

[image: image22]

Complete the following information.

Load Balancer Details







	name

	value





	Name

	lb1



	Subnet

	internal-subnet






Listener Details







	name

	value





	Name

	listener1



	Protocol

	HTTP



	Port

	80






Pool Details







	name

	value





	Name

	pool1



	Method

	ROUND_ROBIN






Pool Members







	name

	port





	server-1

	80



	server-2

	80






Monitor type







	name

	value





	Monitor type

	HTTP






Then click on “Create Load Balancer”

[image: image23]

On the BIG-IP take a look at the Partition. You should see that a new
partition was created.

[image: image24]

Change to that partition and inspect the Self IPs items under Network.
You should see that a VXLAN tunnel that was created connected to the tenant network.  Verify the tenant network is the internal network from viewing the neutron subnet-list command you ran in the previous lab.

[image: image25]

Under Network Map you will see the entries that were created by LBaaS
via the Horizon Panel.

[image: image26]

Observe that the BIG-IP Pool name uses the OpenStack Pool ID from the load balancer configuration.  Horizon>Network>Load Balancers>lb1>Listeners>Listener 1 – Default Pool ID

(yours will differ in value from the example).

[image: image27]

To test this configuration we will need to add a Floating IP to be able
to access the Tenant Subnet externally. On the main “Load Balancers”
page, click on the downward arrow next to “Edit” and select “Associate
Floating IP”

[image: image28]

Specify the “public” pool.

[image: image29]

And click “Associate”. Click on “lb1” and you will see the Floating IP
Address.

[image: image30]

Enter this value into the Chrome URL and you should see (colors may
vary, there’s a chance they may be the same).

[image: image31]

Adding “/simple.shtml” you can see the Server IP and see the service
being load balanced.







	[image: image32]

	[image: image33]










          

      

      

    

  

    
      
          
            
  
1.4.2. Lab 1.5: Deploy L4-L7 via CLI

In addition to using the Horizon GUI panel you can also provision LBaaS
via the command-line. From your Putty window run the following commands:

See also Text file of commands.

neutron lbaas-loadbalancer-create --name lb2 internal-subnet

neutron lbaas-listener-create --name listener2 --loadbalancer lb2 --protocol TCP --protocol-port 22

neutron lbaas-pool-create --name pool2 --lb-algorithm ROUND_ROBIN --listener listener2 --protocol TCP

neutron lbaas-member-create --subnet internal-subnet --address 10.1.100.101 --protocol-port 22 pool2

neutron lbaas-member-create --subnet internal-subnet --address 10.1.100.102 --protocol-port 22 pool2

neutron lbaas-healthmonitor-create --delay 3 --type TCP --max-retries 3 --timeout 3 --pool pool2





Verify on the BIG-IP that you see the new Virtual Server deployed.





          

      

      

    

  

    
      
          
            
  
1.5. Deploying Enhanced L4-L7 Services using ESD

LBaaS only provides a subset of the capabilities of an F5 BIG-IP.  The following exercise will demonstrate how to provide a way to extend LBaaS through the use of custom policies.



	1.5.1. Deploy Enhanced L4-L7 via ESD









          

      

      

    

  

    
      
          
            
  
1.5.1. Deploy Enhanced L4-L7 via ESD

In addition to supporting LBaaS v2 capabilities, the F5 OpenStack LBaaS
integration can support Enhanced Service Definitions to expose F5
specific capabilities. The following exercise will modify the TCP
profiles that we created on our first listener.

First take a look at the existing TCP configuration on the BIG-IP.
Observe that it is using the default TCP profile.

[image: image34]

From your Putty window run.

neutron lbaas-l7policy-create --listener listener1 --name esd_demo_3 --action REJECT





You should see the following output.

[image: image35]

Refresh your window on the BIG-IP and you will see that the TCP profile
has changed.

[image: image36]

Now from your Putty window run.

cat /etc/neutron/services/f5/esd/demo.json





You will see the definition that we referenced earlier.

[image: image37]

In addition to TCP profiles you can also add iRules, Local Traffic
Policies, client/server SSL profiles, and modify session persistence.
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